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ABSTRACT

In a mature watermarking and steganography application,
the security should lie in the unknow random keys not in the
embedding algorithms. In this paper, the problem of the se-
lection of watermarking random sequences is investigated.
In the widely used Spread Spectrum modulation schemes,
a white sequence and a Low-Pass (LP) type sequneces are
analyzed, including its security level and synchronization
requirements. It is found that the white independent is
more secure but not robust against LP attack. Also it is
not energy efficient. Actually The random sequence selec-
tion is usually the tradeoff between these factors. To be
resilient to the removal attacks, the watermark spectrum
should be similar to the spectrum of the cover signal. A wa-
termarking sequence with fixed amplitude spectrum shape
and random phase is proposed in the last part of the paper
and its properties are discussed in detail.

1. INTRODUCTION

Watermarking or steganography provides a possible solu-
tion to multimedia copyright protection and piracy track-
ing. Similar to an encryption system, it is believed a ma-
ture watermark system should be employed with a public
algorithm and a private key. The key is usually used to
generate a random sequence. An attacker tries to “guess”
a sequence close enough to the watermark sequence and re-
move it. This attack is referred to as “guessing” attack in
this paper.

One of the influential algorithms is the Spread Spectrum
(SS) modulation. Cox et al. are among the first to employ it
in practice {3] (4]. The SS-based schemes have been widely
used in practice, in video [5], audio [2] and images [3]. In
this paper, we concentrate on watermark embedding in the
time/spatial domain.

In Section 2, the guessing attack is analyzed on the

white Gaussian sequence and AR(1) sequence. Results shows

that the white sequence is more secure against the attack.

One of most important concerns in SS modulation is
synchronization. In Section 3, misalignment effect on the
white sequence and AR(1) sequence is discussed. Analysis
demonstrates the white sequence is more sensitive to syn-
chronization than the latter.

AR(1) sequence is just a simple specific case of colored
sequence. It has some advantage over white sequence. The
latter is not energy efficient, since most cover signals are
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of low-pass type. This can give a smart attacker some ad-
vantage if he combines low-pass filtering and the guessing
attack.

To be energy efficient, the spectrum of the watermark
signal should be proportional to the cover signal [6]. In
Section 4, we proposed a watermark sequence generated by
the random phase and analyzed its security.

In the last section, some conclusions are summarized.

2. SECURITY OF GAUSSIAN PN SEQUENCE

2.1. White Gaussian Sequence

The white Gaussian sequence is widely used in various wa-
termarking schemes [1] [4] . In a white sequence x, z; ~
N(0,02) and z; is i.i.d.

In a public scheme scenario, an attacker knows the pa-
rameters o, and sequence length N, but does not know the
random seed. In the guessing attack, a random sequence y
is generated. The “closeness” between x and y is measured
by correlation

N-1
g=<x,y >= Z TilYi, (1)
1=0

If the correlation output is larger than a fixed threshold
~, the attacker assumes that y is sufficiently close to x and
stops. By subtracting the sequence y, a good proportion of
the watermark energy could be removed.

As a linear combination of y, output g is Gaussian dis-
tributed

N-1
g~ N(0,02 Y =3). (2)
i=0

The exact value of ¢ is dependent on the individual sig-
nature sequence x. However, for a large value of sequence
length N, we have

N-1

E[qz] = g? Z z? & Nogt. 3)
=0
The successful attack probability is
P(g>7) = Q(—=2—), @

\/-N-O'z 2

auto-regression where @(.) is the Gaussian pdf tail in-
tegral function. Some numerical result for white sequence
(corresponding to p = 0.0) is shown in Table 1.
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White sequences are quite secure against this guessing
attack. This conclusion is justified by the intuition the
white sequence is the most “unpredictable”. The signature
sequence has a flat spectrum whereas most cover signals
are of low-pass type. Most high frequency energy could
be removed by low-pass filtering. For example, in a typi-
cal audio signal, most energy is concentrated between 0 -
6KHz. For an audio signal sampled at 48KHz, by suppress-
ing frequency components over 6KHz, a smart attacker can
remove 75% of the white watermark signal energy with-
out much noticeable distortion. In that sense, the white
sequence, although secure, is less energy efficient.

Low-pass (LP) type random signature can keep most
energy after low-pass filtering attack. As a case study, in the
next paragraphs, we analyze a simple colored PN sequence
— AR(1) random process.

2.2. AR (1) PN Sequénce

The first order AR(1) sequence x can be expressed as

T = pri—1 + ui, (5)
where
E ZiTi-1

and u; ~ N(0, (1 - p?)o?), u; is iid.

The attacker tries to generate a matching sequence y
randomly based on the same AR(1) model (suppose he
knows p).

Correlation output (1) is also used to measure the suc-
cessfulness of this attack. It can be easily shown that
Efq] =< x,y >=0.

The variation of correlation output q is

E[q®] = E[(woyo + zay1 + ... + avayn-1)’]  (7)
Using
Elyiyi-j] =o’p’ ®
and
Elzizi—j] = o’p, 9

Equation (7) can be reduced to
E[¢®] = N+ 2(L — 1)p®> + 2(L - 2)p" + ... + 2p"7'. (10)

After some algebraic steps, the final result can be ob-
tained as

N - p2N p2 - pN

1-p2  (A-p%?

For a sufficiently large value of sequence length N, the
above can be further expressed as

g = Elg’] =2

]-N. (1)

ol ~aN, (12)
where

a -1 (13)

T
Similarly the successful guessing attack probability is

Pg>7) = Q(alq) = Q(Wh;). (14)

z

Compared with (4), for a same threshold value « in
order to achieve the same security level, the AR(1) sequence
length should be increased by a factor «. For example, for
the p = 0.8 case, a = 4.56, AR(1) sequence length 456 has
the same robustness as the white sequence length 100.

Table 1. shows the successful attack probability for dif-
ferent p and N values.

The result reveals that the LP type signal is more vul-
nerable to the guessing attack due to the correlation be-
tween z;. However, it has some desirable properties, one is
the relaxed synchronization requirement at decoder.

=30 N=100 N=400
p=0 [216-107° [ 7.62-107°* | 2.75- 10"
p=05 3981077 [ 457107 | 8.66 10"
p=08]100-10"2 | 1.10-10-° | 1.08- 10"

Table 1: Sequence Security Comparison (y = No2)

3. SYNCHRONIZATION EFFECT ON
DETECTION

In SS modulation, it is well known the decoder is extremely
sensitive to synchronization. Su et al. first addresses this
problem in [7]. As we will see, the LP type sequence is
less sensitive to synchronization, which is often a desirable
property in practice.

3.1. White Gaussian Sequence

Suppose a signal x is transmitted through a Gaussian chan-
nel,
i = Ti + 2, (15)

where z; is the channel noise, z; ~ N(0,02).
If the sequence is perfectly matched, the output SNR
can be shown to be

$* _ (Xz)" _ Na?

SNR = E[Z?] oY a? ~ e

(16)

However if the received sequence r and x is not perfectly
matched, SNR ~ 0. The watermark verification completely
fails.

H H 1 1 i N
"0 % 20 <10 o 10 2 ) 40

Figure 1: AR(1) Correlation Output vs. Misalignment
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3.2. AR(1) Random Sequence

For an AR(1) sequence generated by (6), although the out-
put SN R degrades if r and x are not perfectly synchronized,
there is still some signal energy residue in the correlation
detector output.

In the case x and r is synchronized, AR(1) sequence
performs as well as the white sequence. In the case they
are misaligned by M sample slip shift, the filter output SNR
can be calculated as (N = MY'o?p?

— =P
SN RM = —'—mg——

Fig. 1 shows the SNR value at different misalignment.
The sequence length is N = 100, p = 0.8, 0, = 0,. Oblivi-
ously the AR(1) sequence is less sensitive to synchronization
than the white sequence.
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4. RANDOM SEQUENCE DESIGN

4.1. Sequence Spectrum Shaping

In the above discussion, we have studied two examples, a
white sequence and LP type sequence. The AR(1) sequence
is just a special case of a colored sequence. A more general
colored sequence can be generated by a AR(M) model,

M
;= E hjzi_; + wi,
i=1

where w; is white Gaussian noise and i.i.d. And z; is
Gaussian distributed and independent with w;.

The above AR(M) colored sequence can be interpreted
as the white sequence shaped by a LP filter.

Although the white sequence is more secure than a LP
type sequence. That is true only when no attack is present.
The low-pass filtering attack can remove the watermark
energy in high frequency bands without much visual ar-
tifacts. A smart attacker can combine the low-pass filtering
and guessing attack therefore compromise its security to the
level in the LP sequence. In another word, the watermark-
ing energy in a whole spectrum is not well-spent, resulting
in energy inefficiency.

Su et al. [6] points out in the face of Wiener filtering, the
spectrum of the watermark signal should be proportional
to that of the cover signal. Under this case, the filtering
is nothing but a scaling operation. That implies no gains
achieved in this attack.

In practice, watermark signal power spectrum X (w)
may not be exactly proportional to the cover signal spec-
trum N(w). But should be very close to N{w). Since the
cover signal spectrum N(w) is usually in the public domain,
X(w) is also public. The randomness mainly lies in the
phase.

(18)

4.2. Random Phase Sequence

The random phase sequence can be easily generated in DFT
domain. Suppose the N-point DFT transform of the water-
mark signal z(n) is |X(k)|. A random phase sequence 6;
is generated by a private key. 6; is i.i.d., 8; ~ U(0,27),
satisfies the odd symmetry property

Qorw. k=05
0 =14 O k=1,2.% -1
— N N
—Br-ns2 k=5 +1,5+4+2,.,N-1

Signature Bignal Bpectrum

Power Spectrum

Frequency o
Figure 2: Watermark Spectrum Against Wiener Filtering

The embedding and extraction could be done in time or
DFT domain.

The watermark sequence is generated as z(k) = exp(6).
In order to analyzed its security against the guessing at-
tack, for simplicity, we suppose the cover signal spectrum
is brick-shape as depicted in Fig. 3.

o)

0 M N2 N-M N k

Figure 3: Brick-shape LP Watermark Spectrum

Suppose the attacker randomly generate a phase se-
quence 3. The correlation between these two vectors are

M-1 M-1
g= Z (ej(ﬁk—%) +e—-j(5k—0k)) =9 Z cos(Bx — 6x),
k=0 k=0
| (19)
Both 65 and S are uniformly distributed in the range
[0,27). The mathematical expectation of tx = cos(Br — O&)
is

27
1
Elt] = / cos(Bk — gk)é—dﬂk =0. (20)
0 T
The deviation of #; is
E[t'*’]—/” cos® (B — O¢) —dBy = ~ (21)
k= A k= Ok)5—dbk = 5.

For a large number of M, ¢ is approximately Gaus-
sian distributed. Its distribution can be shown to be ¢ ~
N(0, M).

The successful guessing attack probability is

P@>ﬂ=mj%) (22)

For example, for different values of M=30, 60 and 100,
the successful attack probabilities are 4.74 - 107'%, 1.04 -
10~*% and 3.16 - 1028 respectively. ‘

The impact of misalignment can be analyzed in a similar
fashion. It can be seen without misalignment, the signal
component in the correlation detection output is 2M. Our
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mathematical analysis shows that with p(p # 0) sample slip
shift, the correlation output can be shown to be

2 2
cos R (M — 1) — cosFEM
27
1 —cos=F

(23)

Yyp =1+

Fig. 4 shows the output vs. misalignment. The sequence
length is M = 30 and N = 200.

The sequence length N and sequence bandwidth (repre-
sented by M) are two important parameters. Larger NV im-
plies enhanced security against guessing attack, and smaller
M lowers the security level, but also relaxes the synchro-
nization requirement.

Detecion Output gin)

n " i L
-40 -30 -20 -10 10 20 £ “

[
Missignment(n)

Figure 4: Correlation Qutput vs. Misalignment

5. EXPERIMENTS AND CONCLUSIONS

It is intuitive to conclude that the white random sequence
is more secure since it is independent. However it is not
very robust against low-pass filtering attacks as much of
its energy is removed after the attack. The watermarking
sequence with a colored spectrum is more robust to the
attack and is also more energy efficient.

From above analysis and simulation studies it can be
concluded that the spectrum of the watermark signal should
be close to the spectrum of the cover signal. This prevents
easy removal based on the different statistical properties of
these two signals, for example, Wiener attack. Compared
with Gaussian sequence, the main advantage of the ran-
dom phase sequence is its flexibility. It provides a trade-off
between security and synchronization requirements.

In the random phase sequence, the sequence frequency
shape is fixed, only the phase is random. Every sequence
has the same energy. In practice, it may not be necessary
to keep the sequence spectrum strictly brick-shape. Vari-
ous visual models could also be applied to further control
the distortion visibility. Our experiments with images and
audio signals demonstrate its robustness against low-pass
filtering and compression.

In this paper, we analyzed the security and synchro-
nization of white and colored sequence. The colored se-
quence is superior to a white sequence due to its energy
efficiency. The wider the bandwidth of the sequence, the
more secure it is against guessing attack, but more sensi-
tive to synchronization. The random phase sequence is an
effective sequence in watermarking applications.
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