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ABSTRACT

In this paper, a robust watermarking scheme for images is proposed.
The proposed method can be also be easily extended to other signals
like audio and video. In the proposed method an optimal solution
is obtained for maximizing the detection statistic (which is an in-
dication of the degree of certainty with which the signature or the
watermark is detected), for a given permitted distortion of the host
signal, and additive noise variance. Other issues for improving the
security of the watermarking scheme, like key based transforms, are
also addressed.

1. INTRODUCTION

Establishing ownership of creations like books or blueprints, have
traditionally been done by obtaining copyright on that content, per-
haps from the copyright office. However, the nature of digital content
makes traditional copyright mechanisms unsuitable for establishing
ownership [1]. Digital watermarking [2] is a means of protecting
multimedia content from intellectual piracy. It is achieved by imper-
ceptibly modifying the original content to insert a “signature”. The
signature is extracted when necessary to show proof of ownership.
In this paper, we present a robust watermarking scheme for images.
The proposed scheme is also applicable for video and audio signals,
with very little modifications.

Let I be the original (cover) image. A watermark embedding
function £ inserts a watermark .S in the image I to generate the wa-
termarked image I = £(1, S). The existence of the watermark .S in
an image I is checked by a detector function D. Watermark detectors
can be broadly classified into two categories. Non oblivious detectors
need the original image I to check for the presence of the signature
S in I. On the other hand, oblivious detectors [3, 4] do not require
the original image. We shall term the output of the detector,

|

as the detection statistic. The detection statistic is an indication of

the degree of certainty with which the signature S is detected in the
image I.

D(I,S,I) non oblivious detector

D(, S) oblivious detector ®

2. DETECTION STATISTIC

Typically, the signature .S takes the form of a Gaussian or binary
pseudo random sequence s (say of length N) generated from a key
K. The watermark embedding and detection operations can therefore
be written as

f=gU,s) 3=DF,<I>) s4
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In other words, the detection statistic (—~1 < sg < 1) is a mea-

sure of (normalized) inner product, or normalized correlation of the
embedded and the detected signature sequences.

The normalized inner product of randomly generated signature
sequences will also be random. More specifically, for large N, the
distribution of the inner product will be Gaussian. Let z; and y;,
i=1,...,N beiid. of variance 0% = 02 = &, and let ¢; = z:y;.
The inner-product p = Zfil g Z:‘;l z;y;. Since z;s and y;s
are independent, the variance of g;, is given by

3

Therefore, for large N, from central limit theorem (CLT), p ~
NI, %] .

If the creator (or the pirate) has absolutely no freedom in choos-

ing the signature, and if the detection statistic s obtained is say 6

times the standard deviation (if 84 = 6717;;), then we could say

that the signature is detected with a probability of error (or proba-

bility of false alarm) of less than Q(6) ~ 1 x 10~°, where Q(z) =

2
ﬁ Iz ¢'Z dt. In other words, on an average, only 1 out of 1 x 10°
signatures chosen randomly can yield such a high correlation.

3. WATERMARKING ALGORITHMS

Usually, the watermark is inserted in some transform domain. Let
C = T(I), where T denotes some transform and C are the trans-
form coefficients of I. The transform coefficients may also be of
significantly reduced degrees of freedom (for achieving invariance to
possibly scale, translation, rotation, cropping etc.) Further, only a
subset ¢ € R of C may be modified to embed the watermark. Let
C = cU ¢, where c N & = ®. The coefficients ¢ are unaffected by
the watermarking process. The overall embedding operation may be
expressed as

C=T) &é=€&(c,s) C=eue I=7"YC) @

Let I = J+ N be the image in which the presence of the watermark
is tested. The detection operation can be expressed as

5)

The watermarking algorithms that fit into the general model of Eq.

(4 - 5) can further be classified into 3 types, (Type L, Type Il and Type
III) depending on the embedding and detection operators (£, D).
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Fig. 1. Some periodic functions 8 = D(¢) for Continuous Peri-
odic (CP) SNS, Dither Modulation (DM), and Odd /Even Modulation
(O/EM)

3.1. Typel

For Type I methods, (£, D), take the form of linear addition. Mathe-
matically, ¢ = ¢ + s. Type I methods can further be classified as non
oblivious methods, where D(¢) = ¢ — ¢ (for example, the method in
[21), and oblivious methods (for example, [3]), where D(&) = & (no
operation).

3.2. Typell

Type II methods generally have a non-linear element in the embed-
ding and detection operators. In most Type II methods the non-linear
operation takes the form of quantization [5, 6, 7]. The purpose of
the non-linear operation is to achieve suppression of self-noise (for
oblivious detection methods, ¢ is noise). Ref. [8] generalized the
concept of Type Il methods. The generalization was based on the
fact that it was the periodic nature of quantization process that is
responsible for self-noise suppression. Most proposed Type 11 meth-
ods force the coefficients to quantize to odd or even values. This
is equivalent to using the square wave periodic function (O/E M) in
Figure 1. Chen er. al [7] proposed a dither modulation (DM) tech-
nique which is equivalent to using the saw-tooth wave in Figure 1.
In Refs. [8, 9], we proposed two continuous periodic functions - CP
(triangular wave) and CsP (cosine). It was also shown that continu-
ous periodic functions outperform quantizer functions for purposes
of self-noise suppression.

Ref. [8] viewed data hiding as a sophisticated signaling scheme,
where the origin of the signal constellation has to be estimated at the
receiver. The over-all data hiding method utilizes a floating signal
constellation[10]. The floating signal constellation consists of a sig-
nal constellation with known origin, which is translated in space by
an embedding function £, to a point close to the location of the orig-
inal content (image) so that the distortion introduced in the image is
minimal. At the receiver a detector function D, employing the same
periodic function as £, maps back the received image to a point in
the constellation with known origin.

3.3. Typelll
A disadvantage of conventional Type II data hiding methods is that
the period of the quantizer, A, (or of the periodic function used)
determines the distortion introduced. In other words, the robustness
needed is not given any consideration for choice of A.

Ref. [8] also proposed a further extension of Type II systems,
(Type I systems) which introduced thresholding to the distortion

introduced by Type 1I systems. While the distortion introduced in

Type 11 systems is generally uniformly distributed between :i:%, the
distortion introduced in Type III systems is thresholded to some :!:‘g,
where, 8 < A. Thus it is possible to choose larger values of A
in Type III systems by decreasing 3 proportionally. The paper also
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Fig. 2. (a) The rectangular function. (b) Probability distribution of
distortion introduced due to data hiding and (c) distribution of noise
introduced due to thresholding

discussed optimal choice of 3 and A depending on the additive noise
in the channel and the permitted distortion of the host signal. The
method for obtaining optimal A and 3 is outlined in the next section
(for a more thorough treatment, see Ref. [11]).

The watermarking scheme outlined in this paper uses the (tri-
angular) continuous periodic function. The embedding operation £,
characterized by a period A and threshold g is as follows:

p(k) = De(k)) (k)= s(k) - p(k)

e®) = (e®l>D) 7 signer)s : eth)
e(k) = (rem(c(fk)—>>%) 7 —e(k) e(k)
k) = (K)20) 7 ck)+e(k) : o(k)—elk)

In the above equation z = (Condition) ? a b stands for “if
Condition is true z = a else z = b”. The algorithm for D(c) is as

follows:

q(k) = rem(lé(Ak)l), k=1---N (©)
W = @22 7 2w ;@ -5

It is interesting to note that Type III systems are a generalization
of both Type I and Type II systems. As A — 3, Type III systems
become Type II systems. On the other hand, as A — oo, Type III
systems become Type L.

3.4. Optimal Choice of A and 8

The distortion e introduced by the embedding function £ has a prob-
ability distribution and variance given by

fe(e)

2
2 —_ — —
o = 1ox(3A-26)

Lrec() + AT_Aﬁ [ste - g) +ole+ g)]
)

The thresholding operation in the embedding stage introduces an
additional noise s; = s — D(&) for the purpose of detection of the

signature. The thresholding noise has a probability distribution and
variance given by

fsu(se) = %é(st) + %rect(A - B)
o = &-p¢ ®)

12A

The pictorial reglresematjoné of the probébility distributions are shown
in Figure 2. If the additive noise in the channel (which may consist

of intentional and unintentional attacks to remove the watermark) is
Gaussian with variance o2, the probability distribution fz(z) of the
total noise z = v + s, is obtained as



Table 1. Optimal values of k = KA; for different SNRs (SNR

2
10 10810(:}3‘))
SNR k SNR k SNR k
0.00 | 1.87 -3.01 | 2.57 -4.77 | 3.14
-6.02 | 3.59 -6.99 | 4.04 -7.78 | 4.40
-8.45 | 4.78 -9.03 { 5.11 -9.54 | 5.41
-10.00 | 5.71 | -13.01 | 8.10 | -14.77 | 9.95
o0 ﬂ —z2
z) = v(z z—g)ds = —L——e %%t
o) = [ r@ste-ae =

1 z+9-2:2 z——A—g—é
* '23{‘*“( V3o, )‘“f( V32, )}

where erf(.) denotes the Gaussian error function,
t 2
erf(t) = 2 / e+dy.
T Jo

The optimal choice of A and S for a given permitted distortion
~4?% is obtained by maximizing the expected value of the normalized
correlation given by [8, 11]

©®
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= -{;—}(3A — 2(3). Table 1 shows the

subject to the condition *
4 where A2 = 124*, for different signal

optimal values of k = Ag

to noise ratios (SNR=101og; (3;) ). As an example, if one-eighth

of the coefficients of some unitary transform of the image are used
for watermarking, and if the permitted distortion of the image after
addition of the watermark is restricted to have a peak SNR of 42 dB,
then 4> = 33, implying Ao & 20. The expected attacks (o) is
typically expected to be much larger than 2. A reasonable choice
for operating at SNR of -9 dB, may be £ = 5 (or A = 100) and
B = 12. As the decoder does not need to know the value of 3,
the value of 3 may be chosen depending on the nature of the image.
Small values of 8 may be chosen for very smooth images, and larger
values for highly textured images. A better approach might be to
choose a high value of 3 and obtain the watermarked image f;. The
distortion introduced due to watermarking, viz. L-1 may then be
thresholded using a reasonable visual threshold model to obtain the
final watermarked image I

4. PROPOSED WATERMARKING SCHEME

This section outlines a possible watermarking scheme for images
(except for the choice of the decomposition employed, and the choice
of coefficients to be modified for inserting the watermark, the pro-
posed method is equally applicable for audio signals). The block di-
agram of the scheme (embedding and detection) is shown in Figure
3.

In Figure 3 I represents the cover image after equalizing the his-
togram by the fixed equalizer. Perhaps, high GTC (Transform Cod-
ing Gain) transforms like DCT or wavelet transforms are the best
suited for watermarking applications. As high GTC transforms pro-
vide the most compact representation of the image, attacking DCT /
wavelet coefficients for the purpose of watermark removal will most
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Fig. 3. Block Diagram of the Watermark Embedding and Detection

likely destroy the image. We use the 10-tap Daubechies filter for this
purpose. Only the LL frequency subband coefficients (one fourth of
the total number of coefficients) are used for watermarking purposes.
The embedding and detection operators are Type III described by
Eqs. (6) and (7).

The Type II and Type III systems however, perform best for bi-
nary signature sequences. Therefore if the transform employed (and
A)is known it is very easy for a pirate to remove the signature com-
pletely without introducing significant distortion in the image. A
truly secure watermarking scheme, should be difficult to crack even
if every step of the algorithm is public. In this case, the only ‘se-
cret’ should be the key K (which is derived from the original image
using the hash function). The security can be vastly improved by
using a key based transform [12] before data embedding (and there-
fore before detection). In the proposed scheme, we use a simple
key-based transform using cyclic all-pass filters as basis vectors [4].
Leth € ®" and H = F(h) where, F(.) stands for the Discrete
Fourier Transform (DFT). Further, let h be such that | H(n) |=
1forn = 0,1,...,N — 1. Hence (H.H") = [1,1,...,1], or,
FYH.H") =[1,0,0,...,0]. As F~(H.H") is the circular au-
tocorrelation of the vector h, it follows that all circular shifts of h
are mutually orthogonal, and form a basis for R . As the phases
¢n,n = 0,1,...,N — 1 of the elements of H can be arbitrary,
we have N degrees of freedom for choice of the vector h with mu-
tually orthogonal circular shifts. For real h we have % — 1 phase
values which can be arbitrarily chosen. Thus a pseudo-random all
pass sequence of length N can be generated from a pseudo-random
(uniformly distributed between # and —) sequence of length %’- -1.
The pseudo random sequence, would be generated from the key K.
If

Qorr k=0,k=4%
dr = 6% k=0~-‘%—l
—On-k k=% +1.--N-1
H(k) = cos(¢x)+isin{¢e),k=0---N—-1, (11)
where 6,k = 1--- & — 1 are randomly distributed between 7 and



—m,i = /=1, then h = F~1(H), is a cyclic all-pass sequence.
A transform employing the h and all its cyclic shifts as its basis can
be easily implemented by cyclic correlation. If x € R is a vec-
tor of coefficients, and X € R are the corresponding transform
coefficients,

X = F 1 (F(x).Fh) x=F YFX)FHh)") (12)

The over-all embedding operation is then as follows. The orig-
inal image (after histogram equalization) undergoes DCT / Wavelet
transform, and selected low to medium frequency bands are utilized
for data hiding. The selected coefficients are transformed by the key
based transform to obtain the coefficients c to be used for data em-
bedding. The signature sequence s to be embedded in ¢ may be
obtained as a pseudo-random binary sequence using the prescribed
random sequence generator (RSG) trigerred by the key X (which in
turn is derived from hashing the original image). The coefficients
obtained after embedding, viz. € then undergo the inverse Key-based
transform to obtain the modified DCT / wavelet coefficients, which
together with the unmodified coefficients are inverted to obtain the
watermarked image or the stego-image.

For detection, the received image undergoes fixed algorithms
for aligning geometric features and rescaling of pixel values / his-
togram equalization, resulting in image I. The transformation 7 is
performed on the received noisy image I to get the corresponding co-
efficients ¢. The detector function D extracts the noisy signature se-
quence §, which along with the signature sequence s (obtained from
I) is input to the comparator block. The comparator obtains sq as the
normalized correlation of s and s.

5. RESULTS AND CONCLUSIONS

The performance of the proposed watermarking scheme (in terms
of the s4v/N, where false alarm probability is P. = Q(sqV/N))
for many 256 x 256 8-bpp test images, subject various attacks like
"JPEG compression (quality factor 15 %), SPTHT compression (0.15
bpp), resizing, and StirMark [13] is depicted in Table 2. Resizing
was performed using ImageMagick. 256 x 256 images were resized
to 123 x 145, saved, and then the resized images again resized to the
original size of 256 x 256. StirMarked images were “re-registered”
to obtain synchronization. The unwarping method used is based on
iterative partitioning and matching of “feature” points, presented in
Ref. [14).

Though we have used subband transforms for the proposed wa-
termarking scheme to obtain the coefficients c, the proposed method
is equally applicable if ¢ is obtained by other methods. For example,
c may represent only the DFT magnitudes, in which case they will
be invariant to (cyclic) translation of images (this however, reduces
the degrees of freedom, IV, by a factor of 2). By further reducing de-
grees of freedom, invariance to other operations may be obtained. As
a simple example, for robustness to cropping, the signature may be
repeated in many blocks of the image. However, reduction in degrees
of freedom (IN) would imply that the detection statistic should be
higher for the same probability of false alarm, as P. = Q(saV'N).
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