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ABSTRACT

In multimedia content protection, encryption is often
used to limit the access to authorized users. In this pa-
per, we concentrate on audio content protection. The
encryption can be integrated with source encoding to
generate the encrypted bitstream or directly scramble
the compressed bitstream. We investigate the MP3 for-
mat music protection. Several scrambling algorithms
in raw data domain and MP3 compression domain are
presented for various application scenarios.

1. INTRODUCTION

Multimedia security is an important issue in multime-
dia email, teleconference, etc. In these applications,
only authorized users can get access to the content.

Multimedia protection is different from the general
data encryption which involves extensive computation
[10] [13]. Two important considerations are efficiency
and security. The former requires real-time operation
of the decryption process. This is different from the
data scrambling where off-line operation is acceptable.
The security requirement is not as rigorous as that in
data encryption . Feasible solutions are trade-off be-
tween these factors.

Current media encryption algorithms fall into two
categories. One integrates scrambling with source cod-
ing, viz., to scramble media content before quantiza-
tion and coding. The other scrambles compressed bit-
stream. Usually it is desired that the encrypted output
is bitstream syntax compatible. Some algorithms have
been proposed and applied in video and image scenar-
ios [12] [15].

In this paper, we concentrate on music security. As
a case study, we target at MP3 format protection be-
cause of its high popularity in on-line music transmis-
sion and storage. .

In Section 2, we briefly introduce the MP3 compres-
sion and its bitstream syntax.
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In Section 3, we extend the time-frequency permu-
tation [3] in the MP3 MDCT (Modified Discrete Cosine
Transform) domain. One of its advantages is the data
manipulation freedom. A major drawback is that per-
mutation would change the original signal statistics,
thus making the compression less efficient.

In Section 4, the encryption of the MP3 bitstream
is discussed. To avoid confusing the decoder, the en-
crypted bitstream should comply with the MP3 bit-
stream syntax. According to different sensitivity re-
quirements, we try to provide different protection lev-
els: 1) slight protection, where the encrypted bitstream
presents a satisfactory music quality for a casual lis-
tener, but not good enough for Hi-Fi reproduction.
This could be used to generate different versions for
casual users and professionals; 2) moderate protection,
where the scrambled content is meaningful and the
main music features are kept, but with obvious degra-
dation. This could be used for customer evaluation.
After test-listening, customers could pay and obtain
a decryption key to recover the quality. 3) mazimum
protection, where the music content is completely de-
stroyed thus renders the MP3 bitstream meaningless.

Some conclusions are presented in Section 5.

2. MP3 COMPRESSION

2.1. MP3 Encoding — Over\}iew

The MPEG-1 layer III (MP3) compression is composed
of psychoacoustic analysis, subband filtering, MDCT
transform, quantization and Huffman encoding.

The polyphase filter bank and windowed Modified
Discrete Cosine Transform (MDCT) is employed for
subband filtering. The transform length is adaptive
to different signal properties based on the perceptual
entropy {7].

Human psychoacoustic model is used to shape the
quantization noise. One quantization step size (spec-
ified by scale factor) is applied for coefficients in one



Proceedings of 2001 International Symposium on Intelligent Multimedia, Video and Speech Processing May 2-4 2001 Hong Kong

scale factor band. The quantization procedure is com-
posed of two loops — inner loop for bit rate control
and outer loop for distortion control.

In the inner loop, the MDCT coefficients are non-
linear quantized and Huffman coded. If the bit budget
is larger than the bits available, the step size is in-
creased until the bit consumption is acceptable. Outer
loop calculates the quantization distortion in every scale
factor band and compares it with the allowed distor-
tion obtained from the psychoacoustic analysis. If it
is larger than the allowed distortion, the step size is
decreased to reduce the artifact audibility.

The sign and amplitude of coefficients is coded sep-
arately. The total MDCT coefficients are divided into
3 regions: big-value region, small-value region and zero
region. The big value region (usually at low frequency
end) are further divided into 3 sub-regions where dif-

ferent Huffman tables are used. The small-value region .

is composed of coefficient values of +1, —1 or 0. Each
codeword represents a pairs of contiguous coefficients
in the big-value region or 4 coefficients (quadruple) in
the small-value region. The remaining coefﬁments are
implicitly set to zeros (Fig. 1).
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Figure 1: Partitioning of MDCT coefficients

For more detailed description on MP3, refer to [11]
[2] and [4].

2.2. MP3 Bitstream Syntax

An MP3 frame is an independent decoding unit [6]. Its
header() specifies important parameters for decoding
operation, for example, bit rate, sampling frequency,
coding mode, etc. The encryption should not change
this field.

The audio_data() field prov1des the decoding con-
trol parameters and MDCT data (main_data()). The
first half of audio_data() specifies the side information
and main.data() just contains the codewords and signs
of the MDCT coefficients (Fig. 2).

Although the length of a frame is constant at a
given bit rate, bit consumption for samples per frame
(1152 samples) is variable. The “bit reservoir” tech-
nique permits the current frame to. “borrow” bits saved
from past frames to absorb the imbalance. The current
frame data may locate in previous frames. The loca-
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tion where the main data() begins is determined by
main_data_begin, a 9 bit offset value.

audio_data()
{

main_data_begin

for (gr=0; gr<2; gr++)
for (ch=0; ch<nch; ch++) {
part2_3_length[gr][ch]
big_values[gr][ch]
global_gain[gr]{ch]
scalefac_compress[gr][ch]
window_switching_flag[gr][ch]
if(window_switching_flag[gr](ch])
block_type[grl{ch]
mixed_block_flag[gr]{ch]
for (region=0; region<2; region++) {
table_select[gr]{ch]{region]
for (window=0; window<3; window++)
subblock_gain[gr][ch][region]
} else {
for (region=0; region<3; region++)
table_select[gr][ch](region]
region0_count[gr][ch]
region_count[gr][ch]

}

preflag[gri[ch]

scalefac_scale[gr][ch]

countltable_select[gr][ch]
} .

| main_data()

Figure 2: Side Information in MP3 Syntax

3. ENCRYPTION INTEGRATED WITH
SOURCE CODING

In this approach, the encryption is performed before
quantization and encoding. A widely used signal scram-
bling method is time-frequency permutation [3]. Flg 3
shows the block diagram.
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Figure 3: Time-Frequency Permutation

P(z) is a permutation function and its inverse func-
tion is P(z)"'. Its effectiveniess has been proved in
practice and can be applied directly in the MP3 MDCT
domain. However, the random permutation changes
the coefficient distribution property and renders the
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Huffman table not optimal. ‘The scrambling also de-
stroys the correlation between contiguous granules which
could be used-in compressmn These result in lower
compression rate.

There does not exist an easy solution. A possible
remedy to enhance Huffman coding efficiency is to di-
vide the frequency range into several bands, only per-
mute coefficients within a band. This method can keep
the coefficient distribution property to some degree,
but at the price of compromised security.

In addition, for a stereo signal, the coefficients in
one granule can be further permuted between two chan-
nels. For most music materials, it is reported that the
left and right channels in a stereo source have little
correlation [8]. Thus swapping the data in these chan-
nels completely destroys the content. This, however,
increases encoding (decoding) latency and memory re-
quirement.

(B) Granule Order After Shuffle

Figure 4: Stereo Signal Granule Shuffle

4. ENCRYPTION IN COMPRESSION
DOMAIN

In MP3 bitstream encryption, one requirement is that
the encrypted bitstream should be syntax-compatible
and the file size should not be changed. We can not
simply scramble the bitstream, since that generates an
invalid bitstream and confuses decoder.

Generally speaking, the selected Huffman table should

not be changed. The minimum unit that can be ma-
nipulated is a codeword (of a pair of coefficients in the
big-value region or quadruple of 4 coefficients in the
small-value region). The encryption can work at fol-
lowing levels: at codeword level, sub-region level and
granule level. The scrambling could be one or combi-
nation of these operations.

At codeword level, because the coefﬁc1ent ampli-
tudes and signs are separately encoded, we can permute
the codes and (or) flip the signs by a random pattern.
While sign flipping can happen on any non-zero co-
efficient, the permutation should be limited to codes
using the same Huffman table for syntax compatibil-
ity. For the coefficients whose amplitudes are greater
than 15, the linbits field can be scrambled without any
constraints.

At sub-region level, the sub-regions could be per-
muted. Respective permutation is also required for re-
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lated side information parameters, such as code counts
and Huffman table index.

At granule level, the granules inside a frame can be
reordered randomly. The corresponding parameters,
such as part2.3.length, etc. should be shuffled for the
integrity of the granule.

For different applications, special attention should
be taken to meet our degradation requirements.

4.1. Encryption with Slight Degradation

In the MP3 time-frequency decomposition, a fine fre-
quency resolution is applied at low and high frequency
bands. At high frequency end, it is not quite necessary.
That gives us some room for manipulation.

Most high frequency coefficients are noise compo-
nent which is an important part in music signal. Some
believe that noise energy shape is perceptually signifi-
cant. It can be described by its DCT coefficients [1] or
by a source filter model (for example, a linear predictor
(LP) filter).

In contrast, the Equivalent Rectangular Band (ERB)
noise modeling [5] and bark band noise modeling [9] are
based on different perceptual assumptions. Both meth-
ods keep the noise energy gain without keeping its exact
shape. It is believed that human beings do not resolve
the fine frequency structure in a noisy band, only a

“mixing effect” is felt.

To accurately distinguish noisy bands from non-
noisy ones is not an easy job. Not all high frequency
coefficients are noisy, some may be the high frequency
components of transient signals. In [14], several al-
gorithms are proposed to make a distinction between
noisy and non-noisy bandg. It is reported that over 80%
of the high frequency coefficients are “non-edged”. For
simplicity, we assume that the frequency components
above 5kHz are noisy. Informal listening tests show
that it is a reasonable assumption.

The above conclusions on audio signals could be
employed in scrambling. For example, we can just flip
the signs of the MDCT coefficients over 5kHz. The fre-
quency shape in these bands is unchanged. In addition,
we can permute these coefficients within one scale fac-
tor band since the noise energy gain is still kept. The
modification is almost transparent for a casual listener.
If more distortion is permitted, we can even permute
and (or) sign-flip lower frequency coefficients. This op-
eration can be further tuned for specific requirements.

4.2. Encryption with Moderate Degradation

To provide more protection, we can extend scrambling
to the medium frequency coefficients.



Proceedings of 2001 International Symposium on Intelligent Multimedia, Video and Speech Processing May 2-4 2001 Hong Kong

It is believed the frequency amplitude is more im-
portant than phase in audio signal. However sign-
flipping of the non-noisy coefficients introduces obvious
degradation.

The permutation and sign-flipping could be used in
this case. To scramble some medium frequency coeffi-
. cients introduces obvious degradation.

Audio signal spectrum has a wide dynamic range.
To keep features of music clips, we skip the large value
coefficients, and only manipulate the relatively smaller
ones. Experiments reveal that the components under
3kHz are perceptually significant and should not be
manipulated much.

4.3. Encryption with Maximum Degradation

To provide maximum protection, we want to completely
destroy the audio content while keeping the bitstream
syntax. Sign-flipping and codeword permutation could
be employed at codeword level.

At sub-region level, the order can be shuffled. Of

course, the side information parameters, such as Huff- -
man table index table_select, codeword count region_count

(Fig. 2) etc. should also be permuted accordingly.

The permutation can also happen at higher level.
For example, in a stereo signal, two granules in each
channels can be shuffled in one frame. To abide by
the syntax, we need to change the order of the side
information parameters respectively.

5. CONCLUSIONS

In this paper, we investigate the content protection
for on-line music. We can encrypt the signal before
compression or can directly scramble the compressed
bitstream. In compressed domain manipulation, sev-
eral methods are proposed where human perceptual
“knowledge is employed to meet different quality re-
quirements. Our experiments with MP3 music signals
demonstrate its effectiveness in practice. The same
principle could be applied to other audio compression
schemes, for instance, MPEG-2 AAC.
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